
462

22 CFR Ch. XI (4–1–97 Edition)§ 1101.4

no system of records concerning indi-
viduals, no matter how small or spe-
cialized, is maintained without public
notice.

(b) Section personnel shall:
(1) Collect no information of a per-

sonal nature from individuals unless
authorized to collect it to achieve a
function or carry out a responsibility
or function of the Section.

(2) Collect from individuals only that
information which is necessary to Sec-
tion responsibilities or functions;

(3) Collect information, wherever
possible, directly from the individual
to whom it relates;

(4) Inform individuals from whom in-
formation is collected of the authority
for collection, the purpose thereof, the
uses that will be made of the informa-
tion, and the effects, both legal and
practical, of not furnishing the infor-
mation;

(5) Neither collect, maintain, use nor
disseminate information concerning an
individual’s religious or political be-
liefs or activities or his membership in
associations or organizations, unless (i)
the individual has volunteered such in-
formation for his own benefit; (ii) the
information is expressly authorized by
statute to be collected, maintained,
used or disseminated; or (iii) the ac-
tivities involved are pertinent to and
within the scope of an authorized in-
vestigation or adjudication activity;

(6) Advise an individual’s supervisors
of the existence or contemplated devel-
opment of any system of records which
retrieves information about individuals
by individual identified;

(7) Maintain an accounting of all dis-
closures of information to other than
Section personnel;

(8) Disclose no information concern-
ing individuals to other than Section
personnel except when authorized by
the Act or pursuant to a routine use
published in the FEDERAL REGISTER;

(9) Maintain and process information
concerning individuals with care in
order to ensure that no inadvertent
disclosure of the information is made
to other than Section personnel; and

(10) Call to the attention of the PA
Officer any information in a system
maintained by the Section which is not
authorized to be maintained under the
provisions of the Act, including infor-

mation on First Amendment activities,
information that is inaccurate, irrele-
vant or so incomplete as to risk unfair-
ness to the individual concerned.

(c) The system of records maintained
by the Section shall be reviewed annu-
ally by the PA Officer to ensure com-
pliance with the provisions of the Act.

(d) Information which may be used in
making determinations about an indi-
vidual’s rights, benefits, and privileges
shall, to the greatest extent prac-
ticable, be collected directly from that
individual. In deciding whether collec-
tion of information from an individual,
as opposed to a third party source, is
practicable, the following criteria,
among others, may be considered:

(1) Whether the nature of the infor-
mation sought is such that it can only
be obtained from a third party;

(2) Whether the cost of collecting the
information from the individual is un-
reasonable when compared with the
cost of collecting it from a third party;

(3) Whether there is a risk that infor-
mation requested from the third par-
ties, if inaccurate, could result in an
adverse determination to the individ-
ual concerned;

(4) Whether the information, if sup-
plied by the individual, would have to
be verified by a third party; or

(5) Whether provisions can be made
for verification by the individual of in-
formation collected from third parties.

(e) Employees whose duties require
handling of records subject to the Act
shall, at all times, take care to protect
the integrity, security and confiden-
tiality of these records.

(f) No employee of the section may
alter or destroy a record subject to the
Act unless (1) such alteration or de-
struction is properly undertaken in the
course of the employee’s regular duties
or (2) such alteration or destruction is
required by a decision of the Commis-
sioner or the decision of a court of
competent jurisdiction.

§ 1101.4 Reports on new systems of
records; computer matching pro-
grams.

(a) Before establishing any new sys-
tems of records, or making any signifi-
cant change in a system of records, the
Section shall provide adequate advance
notice to:
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(1) The Committee on Government
Operations of the House of Representa-
tives;

(2) The Committee on Governmental
Affairs of the Senate; and

(3) The Office of Management and
Budget.

(b) Before participating in any com-
puterized information ‘‘matching pro-
gram,’’ as that term is defined by 5
U.S.C. 552a(a)(8) the Section will com-
ply with the provisions of 5 U.S.C.
552a(o), and will provide adequate ad-
vance notice as described in § 1101.4(a)
above.

§ 1101.5 Security, confidentiality and
protection of records.

(a) The Act requires that records sub-
ject to the Act be maintained with ap-
propriate administrative, technical and
physical safeguards to ensure the secu-
rity and confidentiality of records and
to protect against any anticipated
threats or hazards to their security or
integrity which could result in sub-
stantial harm, embarrassment, incon-
venience or unfairness to any individ-
ual on whom information is main-
tained.

(b) When maintained in manual form
(typed, printed, handwritten, etc.)
records shall be maintained, at a mini-
mum, subject to the following safe-
guards, or safeguards affording com-
parable protection:

(1) Areas in which the records are
maintained or regularly used shall be
posted with an appropriate warning
stating that access to the records is
limited to authorized persons. The
warning shall also summarize the re-
quirements of § 1101.3 and state that the
Act contains a criminal penalty for the
unauthorized dislosure of records to
which it applies.

(2) During working hours: (i) The
area in which the records are main-
tained or regularly used shall be occu-
pied by authorized personnel or (ii) ac-
cess to the records shall be restricted
by their storage in locked metal file
cabinets or a locked room.

(3) During non-working hours, access
to the records shall be restricted by
their storage in locked metal file cabi-
nets or a locked room.

(4) Where a locked room is the meth-
od of security provided for a system,

that security shall be supplemented by:
(i) Providing lockable file cabinets or
containers for the records or (ii) chang-
ing the lock or locks for the room so
that they may not be opened with a
master key. For purposes of this para-
graph, a master key is a key which
may be used to open rooms other than
the room containing records subject to
the Act, unless those rooms are uti-
lized by officials or employees author-
ized to have access to the records sub-
ject to the Act.

(5) Personnel handling personal infor-
mation during routine use will ensure
that the information is properly con-
trolled to prevent unintentional or un-
authorized disclosure. Such informa-
tion will be used, held, or stored only
where facilities or conditions are ade-
quate to prevent unauthorized or unin-
tentional disclosure.

(c) When the records subject to the
Act are maintained in computerized
form, safeguards shall be utilized based
on those recommended in the National
Bureau of Standard’s booklet ‘‘Com-
puter Security Guidelines for Imple-
menting the Privacy Act of 1974’’ (May
30, 1975), and any supplements thereto,
which are adequate and appropriate to
assuring the integrity of the records.

§ 1101.6 Requests for access to records.

(a) Any individual may submit an in-
quiry to the Section to ascertain
whether a system of records contains a
record pertaining to him or her.

(b) The inquiry should be made either
in person or by mail addressed to the
PA Officer, United States Section,
International Boundary and Water
Commission, 4171 North Mesa, Suite C–
310, El Paso, TX 79902–1422. The PA Of-
ficer shall provide assistance to the in-
dividual making the inquiry to assure
the timely identification of the appro-
priate systems of records. The office of
the PA Officer is located in Suite C–316
and is open to an individual between
the hours of 8 a.m. and 4:30 p.m., Mon-
day through Friday (excluding holi-
days).

(c) Inquiries submitted by mail
should be marked ‘‘PRIVACY ACT RE-
QUEST’’ on the bottom left-hand cor-
ner of the envelope.
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